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ISP LAN

LAN

HTTP SMTP POP FTP

PHEL5 CemtOS5
Appliance Server (TLAS2.0 TLAS3.0)

RBL(Realtime Black List) SURBL(SPAM URL Realtime Black LIST)
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: SHTP 9025

POPY—/1 Pup 110

Y i 1l
HTTP:80
HTTPH—s< FTP : 9021
PC
SMTP POP HTTRETE

FrFINA-F—bozA

HTTPS =13 e  sqTPH—1¢

HTTP: 80 q
FTPT—s3  p1p.gg POP# —st |5==|T=PE ﬁn
P HTTP: 9080

FTP : 9021

SMTP

POP (25 110) HTTP  FTP




SMTPH—/ SMTP: 25
POP - aau

b HTTP:
POPH—s1 FTP : 21
H
FTP#—/< ; -

A4

HTTPH—i\ Q

FrFOANA-T—boxA

ke

eth0

(NAT)
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2.1

ISP

1 ISP

HTTP
FTP
SMTP
POP

Pentiumlll 1GHz Dual, MEM: 1GB, NETWORK: 1000BaseTX
HTTP  120Mbps, 640 I ( 23KB/
SMTP  110Mbps, 130 I ( 80KB/
1000

5 1
GUI
rpm PKG

(
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GUI
POP before SMTP
(HTTP SMTP POP/FTP )
- PAM (Pluggable Authentication Modules)
LDAP NIS Radius
IP
SMTP
SMTP
APOP
(HTTP, SMTP, POP, FTP)
POP
HTTP (POST PUT
Microsoft Hotmail (HTTP ) Outlook
FTP
SMTP SMTP

F-Secure

Windows DOS Microsoft Office VBS Linux
(FS-Engine(Hydra), AVP)

(rpm

(ZIP, ARJ, LZH, CAB, RAR, TAR, GZIP, BZIP2 6

)

UNIX
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SMTP POP
RBL (Realtime Black List)
SURBL (SPAM URL Realtime Black List)
(X-Spam-Status: Yes)

("[[SPAM]I" )

User-Agent
ActiveX (JavaScript  VBScript)
squid
syslog
https ( http)
https (SSL)

(X-Virus-Status: infected)

URL
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2.3 3.0
2.3.1
4.0
2.3.2
RBL SURBL

2.3.3

Cron
234

587
25

587

25
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3.1
-
CPU Intel Pentium CPU
MEMORY 1GB
DISK 5GB ( )
NETWORK TCP/IP
-
CPU Intel Pentium CPU 2GHz
MEMORY 1GB
DISK 20GB
NETWORK 100BaseT
3.2
-

(Powered BLUE) 660/666 /770 /850
B660 / B666 / B770 / B850

Turbolinux Appliance Server 2.0

Turbolinux Appliance Server 3.0
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4.1 850 (B850) PKG

CD

mub i t-virusgw-X.X-XXXX . XXXXX.pkg PKG X
mubit-virusgw-4.0-6PB11.5200R. pkg

(0 b b el -8 -
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‘s FETA AN

COUAME, WEGEIAMEEENTLE R A

2 & 5
FoFF—t rasq

® osPyITF iR
BB A FE}CA Al — I

BIDFIT - Cume |
2Ot 78 IREIRPR _
BT b = O =M. -4 0-6PB10.5200R.pkolfiic )

«ryzrh;»z;shﬁiﬁ;:
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Internet Explorer Mozilla Firefox

Noio Ctrl+r F5
4.2 TLAS B660/B666/B770 RPM
Turboplus
Internet Explorer Mozilla Firefox
Nota Ctrl+r F5
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51

(HTTP,SMTP,POP,FTP)

PC
3
WWW -U-_l\’_ HTTP:80
. FTP:21 N HTTP:9080
FTP Yr—/\— FTP :9021
SUTP:25 SMTP: 9025
SMTP H—/5— . POP :9110
POP: T10. DAV AR
POP H—/\— » =
g=/ FUFIAN R~ 5547k PC
Note
51.1 HTTP
PC
URL HTTP 9080
5.1.2 SMTP
SMTP 9025
5.1.3 POP
POP
1 POP POP
@POP POP
POP 9110
3 9080
SMTP/POP
9025/9110 FTP
9110
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514 FTP
FTP

@FTP
FTP

FTP

9021

FTP

FTP
FTP

FTP

FTP
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5.2

HTTP  FTP
SMTP  POP
PC
HTTP:80 D4 RARF T
HTTP:9080
FTP:21 ) FTP :9021
SMTP: 25
MTP:902 .
ﬁill%ﬂ? POP :10
A=)V —/N—
ToFI4WVR-T—hozA 95476 PC
SMTP POP ( )
FTP
Note
521 HTTP
PC
URL
522 SMTP
25
SMTP
( SMTP
9025 )
5.2.3 POP
110
POP
( POP 9110 )
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524 FTP
FTP

@FTP

FTP

FTP

FTP
FTP

FTP

FTP
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5.3

LAN LAN PC
WAN PC HTTP, FTP,
SMTP, POP
N FTP:21 HTTP:9080 HTTP: 80
FTP ¥—/N— FTP :9021 FTP :21
SMTP: 25 SMTP:9025 SMTP: 25
SMTP H—/x— | | PoOP :9110 POP :110
POP: 11 Y
D4R AF v
POP .U‘_l\“_ ~ — -
ToFIO4IR - T—pboxA O924T78PC
PC
Note
PC
NAT
IP
eth0 4
“TLAS2.0/3.0 WAN eth0
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6.1

H—IOERH
& FoFo—5Ha—EX
> a0
AT IDIRSE
> [%5F
> FIFHLER
> POTAITEZR
> /WA ISR
& FrFur)l AGW

EE 2L EH
ANRLEEDE
& 05371
=37 L7
HR—F &~
B BI2—F7IL—#&

FUFIANZ-T— TR E

HTTP Proxy SMTP Proxy POP Proxy
¢ 0] a4 - ie LT D

@ ] EFA— )l — i HERALTHERR T
Bl EEIOFR AL THRTS
CASEE LT Mz -

EhiEE—I

(il =E it 2]

v

FTP Proxy

=1

RBL
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6.2

SMTP (25 ) SMTP
POP Before SMTP

HTTP FTP

6.2.1
[2]

FFP AN — I {52 F

#fEFE—F HTTP Proxy SMTP Proxy POP Proxy FTP Proxy =%

&[] FOF- = TR TS
o 2] EF =)= L TRERT S

BifFE-F [ S BT O L TR TS
O BBt
BEFET LS ¥
C )
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6.2.2 SMTP

SMTP Proxy SMTP
FLFI LI —F D oA ERFE

#HEFE—F HTITP Proxy | SMTP Proxy POP Proxy FTP Proxy
SMTPZOF2 (=L — i EBETOFo- =)
L AnEEEH T W
@ D)L AFRIBRL. FEEISRIT ST 24
& D)L AER IR S2EEI REIT L

M) 2 R RS S E DA — ) EEIESLE T
A — LR R (TR L E A
B
b Ll F e |BU i - 1,024
W IEESN P A L TEEFRR TS
exanple.com ;l
i ] ey

Bk AR Kl _'I_I

10.0.0.0)’255.255.255;'

b
4| | B

[ POF before SMTPEETNCTS
HEhERRR ) ISU i - 3600

ffitRoAt cEERED

FOF Before SMTF

=)D r

SMTP

LAN

LAN LAN

(example.com) LAN(10.0.0.0/24)
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POP Before SMTP
POP Before SMTP

6.2.3 POP

POP Proxy POP
FoFI4INA-F LI c1ERTE

#hf'FE—F HTTP Proxy SMTP Proxy | POP Proxy FTP Proxy &1
POPZOF (=LY — A EATO+2- T
oL AgEEES TS
& D)L AR DT T I

O3 ) A BB EN o FTELAL 4
POPH— 1 H{EEIEE [T {IEieEF e T 2 —HR@POPH— 211
R [EERE |3|3| 0 -1,0243

[T LSRR A R e AR AT eI 75
1[|.[|.[|.[|f255.255.255;|

Fotz A HIFR g8

EEEAR
4| | B |
= JLABED r
POP
POP
POP < POP ” POP
POP
IP
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6.3

6.3.1

[1]

FuFDANWNA T — I Aw25FE
#hfEE—F HTTP Proxy SMTP Proxy POP Proxy FTP Proxy

&[] FOF- = TR TS

) & DBt —) AL THRTS
BifFE—F [ S BT O L TR TS

O BBt
BEFET LS ¥

=l
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6.3.2 HTTP

FoFI WA -T— P 158F

#hEE—F [ HTTP Proxy | SMTP Proxy POP Proxy FTP Proxy =32
HTTPZOF O+ E—F)
HTTPZOFLFEMhITS W
r—t&= sos0
L AEEEFEH TS
& DL ZERRR T 2T 2

Bl AR OB E ~ThLAL
NG Fo |4 - 2088

M LV FORAPSOSEEETT T2
10.0.0.0/255.255.255 «|

.
a | »

- | T
ot AR R S

TedO—-FiEE r
= JAB%D r
HTTP
HTTP

9080




6.3.3 SMTP

SMTP
FoFI AN -T—FI15EF

#EE-F

SMTP

HTTP Proxy | SMITP Proxy POP Proxy FTP Proxy

(172.16.0.1)

SMTPZOF (FO4 E—F)
W SMTPS O #4550 2T 2.
SMTPH—)§ [172.16.0.1

SMTPZO+:,

Tt —tES

P IIPE - = P

L)L A AR DENTE

AR

= ey

POF Before SMTF

SMTPH —FEE 25

0025
7

& D)L AFEEIRRL., FEEI SRR DT 74 1)
O DL AFERRRL. SEEEI SRS

O O AR - D EEESLET

DL AR A - LERIRRL. FIELER A

Il DRI

IBU 0 -1.0243

W EEINEF AL TREENET S

BFEF A

i N e~ o

example.com -

[
KB [

10.0.0.0,/255.255.255 «|

[~

1] | &

[ POF before SMTPERI TS
HHNERER (773 IEU i1 - 380

#—JLiB%D r
SMTP
SMTP SMTP SMTP
SMTP 25 SMTP

9025

SMTP SMTP
. SMTP

oe 8.7.4 SMTP
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POP Before SMTP
POP Before SMTP

SMTP

(example.com)

LAN

LAN(10.0.0.0/24)

LAN

LAN
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6.3.4 POP
POP POP (172.16.0.1)
FoFI4IWA-T— P 158F

#hfFE—F HTTP Proxy SMTP Proxy | POP Proxy FTP Proxy =32
POPZOF (FO%i E—F)

W FOPTOFLZEMCTD
POPZO% POPH—)i  [172.16.0.1
POPH —1-EE 110
f—tES o110

ML A EEE TS v 4

& O )L AFRIBRE D7 2 Lk
EEPIPR  Ja ST i

O faELIEL
POPH— ) HEEEE [C FEfsEFreT T 1 —HE@PopH—1 i)
&S IEEr |8El - 1,024

[T LR DR A s s el 32
10.0.0.0/265.265.265 «|

7otz A RIR dEiET

EEAAR
4 | |
A—ILABED r

POP

POP POP POP

POP 110

9110
POP POP
Note
POP
POP
POP < POP " POP
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POP

34



6.3.5 FTP
FTP FTP (172.16.0.1)
FoFI4IWA-T— P 158F

#hfFE—F HTTP Proxy SMTP Proxy POP Proxy | FTP Proxy | &3
FTRZO$ (A4 £—F)

W FTPIOFLER/I TS
FTPAOr FTPo—si [172.16.0.1
FTPH — &5 21
f—tES o021

ML A EEE TS v 4

& O )L AFRIBRE D7 2 Lk
EEPIPR  Ja ST i

TRl
FTR — 1 EEIEE [ EEEEHSFeI T 21— BEFTPH—) 1)
B Bl o - 1020

SR E b A NERTANE - i ) B
192, 168.100.0/255.25 =]

7otz A RIR dEiET

BT
KN — _>I_I
#— )|AEED r
FTP
FTP FTP FTP
FTP 21
FTP 9021
FTP
FTP FTP FTP
< FTP ” FTP
FTP
IP
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6.4

s THTERI7(IEEHTS

DANAEE?TAINDO EWIEE

2 | ) e AN )

EE oA L §—ia7s 2011-04-22 01
S ENE 2
RO DIOH ST
SO+ T FakE |
#—t#s [B080 | o - g5.535)
RSO+ TS
SO AT 12—t |
VIAD—F |

HTTP

http://fsbwserver.f-secure.com/
http://fsbwserver.f-secure.com/
HTTP (80 )
(/home/virusgw/log/dbupdate.log) (/home/virusgw/log/

Note

fsaua.log)
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Note

(/home/virusgw/log/{http,smtp,pop, Ftp}/error.log)

/home/virusgw
(eicar.com)

make eicar

Note
7.1 HTTP
(eicar)
http://www.eicar.org/anti_virus_test_file.htm
7.2 SMTP
1 (eicar)
http://www.eicar.org/anti_virus_test file.htm
2 eicar
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POP

1 (eicar)
http://www.eicar.org/anti_virus_test_file.htm

2 eicar

3

7.4 FTP

1 (eicar)
http://www.eicar.org/anti_virus_test_file.htm

2 eicar FTP
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—+ ) 1RE

HTTP Proxy SMTP Proxy POP Proxy FTP Proxy BT

CHl 7Ot = HLTHEETS
GRIEFA—I TN EEALTERT S

EiFE—F CEIFEIOFALTHEMT S
CIEERE LT ) )
B BHE T ¥

- R

D T

— ) 15RE

HTTP Proxy SMTP Proxy POP Proxy FTP Proxy ‘BB

CcHlFOF e L TERTE
CR]EFA-I T = EERALTERETS

B{EFE—F C Rl FEFOFLTHERTS
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Note

™)

82

(1]
(2]
(3]

> Pop-Before-SMTP
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8.3 HTTP Proxy

HTTP

Note

™)

8.3.1 HTTP

HTTP

832

8.3.3

834

835 *

/home/spool/virusgw/quarantine

8.3.6 *

42



8.3.7

(sendmail)
6
(access.l10Q) [ ID]
Noie 1 500KB
50 200 2000
CPU
HTTP CPU
Note CPU
8.3.8
[DNS ]
Q@ 8.13
[ ] /home/virusgw/conf/hosts.allow
Note http_from
8.3.9 *
PAM(Pluggable Authentication Modules) [etc/pam.d/virusgw_http
[ =] 8.12
8.3.10 *

User-Agent

® Sendmail




User-Agent

"
1999
User-Agent
Caution
User-Agent
- ““Service Pack Setup”” (Microsoft Windows
- ““Office Update®> (Microsoft Office )
- ““Symantec LiveUpdate”” (Symantec )
- ““TMhtload”” (TrendMicro )
- ““GETDBHTP”~” (F-Secure (getdbhtp))

““RealPlayer”” (Real Player)

““RMA”> (Real Player)

““NSPlayer>” (Microsoft Windows Media Player)

“< urlgrabber”” (Linux YUM )
““Microsoft BITS”” (Microsoft Windows Update)
““Windows-Update-Agent”” (Microsoft Windows Update)

- ““Adobe Update Manager”” (Adobe )
83.11 *
[ =] 8.13
[ ] /home/virusgw/conf/hosts.allow

Note http_pass_to

8.3.12

"

1999

8.3.13




Caution

8.3.14 *

13.15

*”Category.Platform_Family””

Categoriy, Platform,

Family @) Client-IRC.*.* Client-IRC
1999
(‘ = ; > ’)
8.3.15 *
0
90
Caution
8.3.16
POST multipart/form-data PUT
POST/PUT
POST/PUT
PUT "HTTP/1.0 403 Forbidden"
(
)
8.3.17 Keep-Alive *
Keep-Alive (Persistent Connection) Keep-Alive
Keep-Alive
o Keep-Alive

45



« HTTP/11 Connection close HTTP/1.0 Connection
keep-alive

. Content-Length 1 304 204  1xx

. Content-Length 2

e« FTPoverHTTP

)
Keep-Alive ( ) 1 HTTP
Keep-Alive
1
8.3.18 *
(Via, X-Forwarder-For )
8.3.19 DNS *
IP DNS
[ I=l ]

8.3.20

"X-Admin-Notification-1d: [

admin_notification_id

46



8.4 SMTP Proxy

SMTP

Note

*)

84.1 SMTP

SMTP
SMTP
25

84.2

843

844

)]

9025

Caution

Caution
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845

8.4.6

Note

84.7

g
[SMTP

©

Note

SMTP

554 Infected by [ ]

X-Virus-Status:

/home/spool/virusgw/quarantine

/home/virusgw/conf/hosts.allow smtp_rcpt

(access.l10g) [ ID]
1 500KB
50 200
Il@ll
77%11
] [POP before SMTP ]
8.13
[ (RCPT) ]
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LAN

8.4.8 *
[DNS ]
o 8.13
[ ] /home/virusgw/conf/hosts.allow
Note smtp_Ffrom
849 *

PAM(Pluggable Authentication Modules)

© 8.12

8.4.10 POP Before SMTP

POP before SMTP
POP
SMTP

POP before SMTP

[ 1
()
8.4.11 ActiveX *

ActiveX HTML

SMTP

[etc/pam.d/virusgw_smtp

POP before SMTP POP
(IP )

SMTP SMTP

"VIRUSGW/POLICY_BLOCK_ACTIVEX"

49



8412 *

(JavaScript, VBScript ) HTML
"VIRUSGW/POLICY_BLOCK_SCRIPT"

8.4.13 *

Content-Type

"VIRUSGW/POLICY_BLOCK_PARTIAL_MESSAGE"

84.14 ZIP/RAR *

(ZIP,RAR)
"VIRUSGW/POLICY_BLOCK_ENCRYPTED"

8.4.15 *

"ALL"

1999 !

"VIRUSGW/POLICY_BLOCK_EXT"
.COM,.PIF,.EXE,.BAT

8.4.16 *

message/partial
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1999 8

8.4.17 *
HTML
8.4.18 HTML *
HTML ActiveX
(
) HTML
8.4.19 *
13.15
*”Category.Platform_Family”” Categoriy, Platform,
Family @) Client-IRC.*.* Client-IRC
1999
(“ ; ”)
8.4.20 587
587 25
25
SMTP
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8421

o )

8.4.22

8.4.23 DNS

DNS

8.4.24

*

(Received

)

90
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8.5 POP Proxy

POP

Note

85.1 POP

POP

852

853

854

Caution

855

85.6 POP

/home/spool/virusgw/quarantine

POP

™)
POP
POP
110
9110
X-Virus-Status:
POP
x
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@POP ( #POP )

POP
85.7 *
PAM(Pluggable Authentication Modules) [etc/pam.d/virusgw_pop
[ =] 8.12
85.8
(access.l10g) [ ID]
1 500KB
Note
50 200
85.9
DNS
[ =] 8.13
[ ] /home/virusgw/conf/hosts._allow
Note pop_from
85.10 *
o 8.13
[ ] /home/virusgw/conf/hosts.allow

Note pop_to

8.5.11 ActiveX *

ActiveX HTML
"VIRUSGW/POLICY_BLOCK_ACTIVEX"




85.12 *

(JavaScript, VBScript ) HTML
"VIRUSGW/POLICY_BLOCK_SCRIPT"

85.13 *

Content-Type

"VIRUSGW/POLICY_BLOCK_PARTIAL_MESSAGE"

85.14 ZIP/RAR *

(ZIP, RAR)
"VIRUSGW/POLICY_BLOCK_ENCRYPTED"

85.15 *

"ALL"

1999 °
"VIRUSGW/POLICY_BLOCK_EXT"

.COM,.PIF,.EXE,.BAT

85.16 *

message/partial
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1999 10

8.5.17 *

HTML
8.5.18 HTML *

HTML ActiveX
(
) HTML
85.19 *
13.15
>”Category.Platform_Family”” Categoriy, Platform,
Family ™ Client-IRC.*.* Client-IRC
1999
(“ ; ”)

8.5.20 *

o ) 90

85.21 DNS *

10




DNS

8.5.22

57



8.6 FTP Proxy

FTP

Note

*)

8.6.1 FTP

FTP
FTP

8.6.2

8.6.3

8.6.4

8.6.5

FTP

21

/home/spool/virusgw/quarantine

8.6.6 FTP

FTP

9110
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FTP

8.6.7

8.6.8

Note

8.6.9

[DNS

Note

8.6.10

Note

8.6.11

@FTP ( HFTP )

PAM(Pluggable Authentication Modules) [etc/pam.d/virusgw_ftp
8.12
(access.l10Q) [ ID]
1 500KB
10 50
]
8.13
[ ] /home/virusgw/conf/hosts.allow
ftp_from
*
8.13
[ ] /home/virusgw/conf/hosts.allow
ftp_to

8.13
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Note

8.6.12

8.6.13

Caution

8.6.14

Family

8.6.15

Caution

11

[ ] /home/virusgw/conf/hosts.allow

ftp_pass_to
*
1999 H
*
*
13.15
*”Category.Platform_Family”” Categoriy, Platform,
@) Client-IRC.*.* Client-IRC
1999
(“ ; ”)
*
90
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8.6.16 DNS

DNS

8.6.17

*
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8.7

871

8.7.2

8.7.3

874

25

SMTP

SMTP

25

SMTP

TLAS

9025

25
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8.8

881

8.8.2 ID

8.8.3
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8.9

89.1
HTTP SMTP POP
9000
8.9.2
HTTP SMTP POP

8.9.3
8.94

SMTP "From: name@domain™

From From ("MAIL FROM:" )
From
"Subject:"  "From:" J1S)
|

${SERVICE_TYPE}
("http" or "smtp" or "pop" or "ftp")
${DETECTION_NAME}
(W95/Klez.H@mm )
${VIRUS_INFO_URL}
URL

"http://lwww.f-secure.co.jp/vs?vn=W32/NetSky.D@mm"
${CLIENT_HOST}
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[DNS

Note

${CLIENT_ADDR}

IP
${SERVER_HOST}
(Liuux )
${SERVER_ADDR}
IP (Liuux )
${STATUS}

${METHOD}

HTTP HTTP (GET,POST ) FTP

Note GET

PUT

GET

${URL}
URL
${CONTENT_TYPE}

Content-Type ( text/html)
${CONTENT_LENGTH}

${FILENAME}

${QUARANTINE_FILE}

${TIME}

(1970/01/01 )
${TIME_STR}

( ‘Tue May 7 16:16:17 2002")
${HEADER}

${TEXT}

${MAILFROM}

SMTP ("MAIL FROM:"
${RCPTTO}

SMTP ("RCPT TO:"
${MESSAGE_ID}

SMTP Message-1D
${ERROR_STR}

( PROXY-ERROR )
${ACTION}

${PATH_QUERY}

URL (HTTP )
${X_FORWARDED_FOR}

X-Forwarded-For (HTTP
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8.10

8.10.1
8.10.2
8.11
8.12
HTTP SMTP
FTP FTP
PAM
(PAM
/home/virusgw/conf/pam/
create_userdb userdb.db < userdb.txt
POP FTP

Ccsv

SMTP

userdb.txt

Microsoft Excel

POP

POP

userdb.db

HTTP
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Note

PAM (/etc/pam.d/ivirusgw_{http,smtp,pop,ftp}) UNIX NIS
LDAP Radius PAM
/homel/virusgw/conf/pam/virusgw_{http,smtp,pop,ftp}.pam

Caution
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8.13

tcpwrapper tcpwrapper

Noio hosts_access

"man 5

[
123.456.789.123  999.999.999.999
IP "123.456.789.123" "999.999.999.999"
host.domain.jp
host.domain.jp
xxx.host.domain.jp

.domain.jp
.domain.jp

"xxx.domain.jp" "domain.jp"
192.168.
192.168.0.0/255.255.0.0

IP 192.168.3.4

""255.255.255.255"

ALL

ALL EXCEPT 1.2.3.44.5.6.7
IP "1.2.3.4" "45.6.7"
ALL EXCEPT 192.168.0.0/255.255.0.0
192.168.0.0/255.255.0.0
.domain.jp EXCEPT 999.999.999.999 987.654.321.123
.domain.jp IP 999.999.999.999

[etc/virusgw_allow_list.txt
(Zetc/virusgw_allow_list._txt)
1
ALL EXCEPT /etc/virusgw_deny_list.txt
(/etc/virusgw_deny list.txt)

987.654.321.123
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el

2047
(/home/virusgw/conf/hosts.allow) 1 2047

(  Zetc/virusgw_smtp_rcpt_allow_list.txt)

aaa.com
bbb.com
ccc.com

(/etc/virusgw_smtp_rcpt_allow_list._txt)

(/home/virusgw/conf/hosts.allow)

smtp_rcpt: /etc/virusgw_smtp_rcpt_allow_list.txt

(/home/virusgw/conf/hosts._allow)

smtp_rcpt: aaa.com bbb.com ccc.com
smtp_rcpt: ddd.com eee.com FFf._com
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HTTP
http://fsbwserver.f-secure.com/
HTTP

s THTERI7(IEEHTS

DAILAEEITAILO EWIEE

EE D7 0 i — 347 2011-04-22 01
BENE W~
[ RO OFLERESTS
SO 285 FAbE |
A—FEE [8080 ¢ - 55536)
[ ROH O PR EF TS
FO% SRR E a-iE |
JIRD—F |

9.1

9.2

dbupdate 12

12 dbupdate AUA(Automatic Update Agent( ),
http://fsbwserver.f-secure.com/ databases

.fsaua)
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9.3

94
HTTP
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10.

10.1
with [ I"
10.1.1
custom.txt
100
[ ]

>custom. txt"

1

"X-Spam-Status: Yes( )

(Spam detection engine) RBL SURBL

/home/virusgw/conf/spam/files.txt  "CUSTOM <

(Subject) Subject Subject
(To,CC) To cC To,Cc
(From) From From
Content-Type Content-Type Content-Type
FILENAME
FILESIZE
TEXTBODY
HTML HTML HTMLBODY
URL URLHOST
Received IP RELAYIP
SMTP IP

72



ALWAYS

29
= (UTF-8) 16 "YXFF"
C.aulion From/To "Xxx Yyy <aaa@example.com>"
UTF-8
Caution From( ) UTF-8 UTE-8
(Shift-JIS, Unicode ) 16

Shift-JIS

¥x8a¥xae¥x91¥x53¥x96¥xb3¥x97¥xbf

Linux
iconv
#echo-n' '|iconv -f Linux -t
|od-tx1

#echo-n' ' | iconv -f EUC-JP -t SJIS | od -t x1

0000000 8a ae 91 53 96 b3 97 bf

0000010

16 ¥X
( : ¥xBa¥xae¥x91¥x53¥x96¥xb3¥x97¥xbf)

Windows

StrHex(http://www.pleasuresky.co.jp/strhex.php3)

* IGNORECASE

HEADMATCH

TAILMATCH

13

custom.txt ™"
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NOT

AND

AND

AND( MIME

MIME 1

Content-Type

AND _:

SAMEPART

* IGNORECASE

Caution

From/To

"Xxx Yyy <aaa@example.com>"

BLACK

WHITE

AND
AND(  MIME )

NONE
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10.1.2 (Spam detection engine)

Spam detection engine Spam detection engine
SMTP,POP
1) : ct-cache%d.f-secure.com (%d: 1 9 )
) : TCP/80
(3) :HTTP
SMTP/POP

VIRUSGW/SPAM_CT/[Class]/[ThreatLevel]/RefID

Class:

AR

ThreatLevel:
0:

1:
2:
3.

RefID:
RefID  Spam detection engine
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10.1.3 RBL

RBL (Realtime Black List) RBL
199
IP (SMTP ) Received IP
RBL RBL
SURBL 100ms
1
32
RBL "VIRUSGW/SPAM_RBL/( )[(RBL ):(RBL "
RBL
RBL RBL
RBL RBL
SURBL DNS DNS letc/resolf.conf
nameserver
RBL
( : bl.spamcop.net, shl-xbl.spamhaus.org, list.dsbl.org)
RBL
( 127.10. 192.168. 172.16.0.0/255.240.0.0)
o 8.13
[ 1
Note /home/virusgw/conf/hosts._allow spam_rbl_pass
10.1.4 SURBL
SURBL (SPAM URL Realtime Black List) SURBL
199
HTML URL SURBL
RBL SURBL
100ms 1
32
SURBL "VIRUSGW/SPAM_SURBL/( )[(SURBL ):(SURBL
)
SURBL
SURBL SURBL
SURBL SURBL
SURBL DNS DNS [etc/resolf.conf

nameserver
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SURBL
( multi.surbl.org)
10.2 SMTP
[ 1
RBL/SURBL
100ms
L 1
[ ]
[ ]
99
UTF-8

"X-Spam-Status:"
RBL/SURBL

LAN

"X-Spam-Staus:"
"X-Spam-Status:" "Yes"

1ISO-2022-JP
Outlook
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admin_notification_id

L 1
10.3 POP
L

100ms

UTF-8

RBL/SURBL

99

"X-Admin-Notification-1d: [ 1"

[ 1
"X-Spam-Status:"
RBL/SURBL
LAN
"X-Spam-Staus:"
"X-Spam-Status:" "Yes"
1SO-2022-JP
Outlook
( )
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admin_notification_id

104

(X-Spam-Status: Yes)

OutlookExpress

"X-Admin-Notification-1d: [

I
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OutlookExpress 6 [ 1-1

A=) =L DiRE
SAHSUT I RIRLT M5, SHEAC @S AALT S,
1. =L S R LT S END):

LHx{EECI - -AZFnTLEEE
HRICIEELESENZFNGSS

Ot -UFCRELVI SR 2FhaBs
Ol ¥ 123Nt laBss

M = b 7 = HB

2. =P DL aE BRI T L S0 AY

L]

K

EELZ2AILAICEETS
LHEFELE 24T 95
D HIERT S

UL - —(C8ET 5
M 4o & kA — 2

3. - JIbDERBA CFagE DUy g e sRETEF 9 D

LI

K

At —UEEELTHE, COIL-ILEERTS
H2[span]] EEHIES
SPAMA—ILICFEETS

4 L=l

S I—

|5 PAMA — LIRS

[ ok ]

o el [
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11.

/home/virusgw/log/

11.1
HTTP SMTP POP FTP
300
1111 (access.log)
Squid
Note
|
1
(1970/01/01 00:00:00(UTC))
IP
[ ] [HTTP ]
TCP_MISS
HTTP HTTP @3
HTTP 200 500 (
) 000
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HTTP HTTP (GET, POST ) FTP PUT
GET
URL
URL
pop "pop://POP @POP
smtp "mail:
hierarchy code
"[Hierarchy Il IP
[Hierarchy ] "DIRECT"
Content-Type
Content-Type
"DETECT-STAT:[ 1 1:[ 1:[ 1.
INFECTED( ) SPAM( ) CLEAN( )
"ACTION:[ 1"
NONE ( )
PASS ( )
DELETE (SMTP )
SENDBACK SMTP
BLACKHOLE SMTP ( )
CHANGE_SUBJECT SMTP
"PROXY-STAT:[ 10 ID]: [ ID]: [ IP 1 [
1 I I I
(http, smtp, pop, ftp)
ID ID ( )
[ ID]+1)
1D ID
IP IP
1
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POP 1

VSD_ENCRYPTED
VSD_MAXNESTED
OVER_FILESIZE
PASS_TO
PASS_USER_AGENT
PASS_EXT
(HTTPFTP )

User-Agent

SMTP
"PROTOCOL-STAT:[

SMTP

]:[Message-1D]:"

SMTP
("MAIL FROM:" )
(URL
Message-1D Message-Id
(URL
HTTP
"PROTOCOL-STAT:[ 1"
KEEPALIVE
KEEPALIVE: Keep-Alive Persistent-Connection)
PROGRESS*
( "progress” )
TRICKLE: trickle
( "trickle"
X-Forwarded-For X-Forwarded-For
(URL
"ERROR-STAT:[ 1"
(URL
CONNECT( /
13.12
HTTP
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13.6 HTTP

SMTP
SERVER/ERROR Reply(MAIL): buf=[XXX]
SMTP "MAIL FROM"
SERVER/ERROR Reply(RCPT): buf=[XXX]
SMTP "RCPT TO"
SERVER/ERROR Reply(AUTH): buf=[XXX]
SMTP "AUTH"
ROXY/550 Relaying denied.
Linux

LAN
PbS/SMTP

11.1.2 (virus.log)

[ =] 11.1.1 (access.log)
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11.1.3 error.log

[
( D)L ID IP :
1P : : 1
(1970/01/01 00:00:00(UTC))
(0K}
/strerror( )=

[

#HHAERROR### bind(port= ,addr= ). # Please check whether other

service(mail/web server,etc...) is already running on port
/strerror(98)=Address already in use

Linux
bindQ)
bindQ

"netstat -anp" (
"system/netstat_anp.txt")
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#HAERROR### Maximum connections: warning: Client connections reached maximum

connections( ). More request will be blocked/rejected. If there is
many warnings, please increase "Maximum Connections® settings(pre_spawn
value of virusgw.ini) of this service. ( will be good value as start
line).
(Linux  listenQ )
5 6 TCP
"ESTABLISHD" TCP
"SYN_RECV" TCP Linux
PROXY-STAT:[ 1 ID]:..
[ ID] ID 0
(I ID]+1)
netstat
ESTABLISH
# netstat -anp | grep :9080 | grep ESTABLISHED | wc -I
( 9080 )
(1 1 )
90 0)
(fsavd)
(90 )
2000
HTTP 200
SMTP 50
POP 50
FTP 10
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N 1 500KB

#HAERROR### notify _admin:gethostbyname error:admin_mx_host=[
hstrerro=[ 1

SMTP
(/home/virusgw/conf/virusgw.ini  admin_mx_host)

SMTP

#HHERROR### notify_admin:cannot connect to admin mail server[
1 7 strerror(xXxx)=xxx

SMTP
(/home/virusgw/conf/virusgw.ini admin_mx_host,admin_mx_port)

SMTP
#HAERROR### notify _admin:smtp error:[ 1: buf=[ 1
/strerror (XxXx)=xxx
SMTP
" " SMTP "HELO/MAIL FROM/RCPT
TO/DATA/QUIT"( ) "GREETING"( ) "DATA END"(
[ ] SMTP
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#HHAERROR### semget Failure. Childnum(pre_spawn=[

D
may be large. ITf needed, maximum semaphore number(SEMMNI)

can increase by adding like “kernel.sem=250 128000 32 512" on

*/etc/sysctl.conf® and running "sysctl -pT"./strerror(28)=No space
left on device

(virusgw_xxx) "kill -KILL"

(05)
"/proc/sysvipc/sem™

2000 2000

0OS

1 /etc/sysctl.conf

kernel _.sem=250 128000 32 512

# sysctl -p

# cat /proc/sys/kernel/sem
250 128000 32 512

#HHAERROR### sendfile timeout: No data can send while 120 sec. There maybe
temporary network trouble between receiver.) / URL=[...]

120

#HHAERROR### get response_header: Too Large Header
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HTTP

URL

(10KB

)
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#HAERROR### main:diskspace check: not enough diskspace in temporary
directory [ 1-

SMB

#HHAERROR### realtimescan_check : cannot open [%s]- Realtime virus scan seems
be enabled. Please stop realtime virus scan, or exclude scanning for temporary
directory [ 1-

#H#HAERROR### smtp_data _cmd_senddata:[ J:smtp error:[ 1:
buf=[ ] /strerror (Xxx)=xxx
SMTP
[ ] "DENY"( ) "DELETE"(

) "SENDBACK"( ) "BLACKHOLE"( ) [ ]
SMTP "RSET/MAIL FROM/RCPT TO/DATA/QUIT"( )
"DATA END"( )

[ 1 SMTP
H#HAERROR### smtp_data _cmd_itr:AUTH buf=[ 1 7/strerror (xXxx)=xxx
SMTP SMTP (334, 5xx, 235)

[ 1] SMTP

SMTP
(tcpdump)
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#HH#ERROR### ftp_noop_callback:NOOP command reply error [

J/strerror (Xxx)=xxx

FTP NOOP 200

FTP FTP

HHAERROR##H# XXXX /strerror(23)=Too many open files in system

XXX "open"

Iproc/sys/fs/file-nr
( ) cat /proc/sys/fs/file-nr

1T

]
( :# cat/proc/sys/fs/file-nr

1864 504  52403)

"Isof"

"[proc/sys/fs/file-max"
1. sysctl.conf ( 65535
fs.file-max = 65535

sysctl -p

#HHERROR### #HHERROR### XXX cannot open

1T

[/var/tmp/virusgw/proxytmp-xxx]/strerror(2)=No such file or directory
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#H#AERROR### Cannot fFind tproxy(version2) interface.

TPROXY ( IP , transparent_tproxy=yes")
tproxy

tproxy kernel
[/proc/net/tproxy
Turbolinux 10 Server
- kernel-2.6.8-5
"uname -a" 2.6.8-5

Turbolinux10  kernel

- iptable_tproxy
"Ismod" "iptable_tproxy"

1. /etc/sysconfig/iptables-config IPTABLES MODULES
iptables  iptable_tproxy
IPTABLES_MODULES="iptable_tproxy"
2. iptables
# [etc/rc.d/init.d/iptables restart
3. Iproc/net/tproxy
4. Linux

tproxy(versionl) "transparent_tproxy_version=1"
tproxy versionl

version2

#HAERROR### vsd_start() error

# rpm -Uvh --force virusgw-bin-xxx-0.i386.rpm

SELinux
/var/log/messages
SELinux
"SELINUX=disabled"

SELinux

/etc/sysconfig/selinux
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#HAERROR### main:quit_signal:child(nnn)

stopped. (sig=17[SIGCHLD],si_code=3[CLD_DUMPED], status=xxx,childid=-1,cur
_pid=xxx,pid=xxx)

HHHAERROR### main:core dumped(child proxy process). Please send core
file(core or core.xxx) on the installation directory and diag.tar.gz to
F-Secure.

#H#HERROR### Error recovery: restarting service...

10

(/home/virusgw/)  core

H#HHAERROR##H## main/accept_loop/accept(s=x):/strerror(104)=Connection reset
by peer

kernel2.2

kernel2.2

#HHERROR### LICENSE_ERROR#ret=-1#msg=License Expired
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HH#HERROR### fsav_open_session: Cannot connect to
fsavd"ssocket(./fsavd-socket-0). fsavd may be not running. Please
run®rc.virusgw_fsavd restart® to restart fsavd.

(fsavd) (./fsavd-socket-0)
(fsavd)

(fsavd)
(fsavd)
”[home/virusgw/rc.virusgw_fsavd restart”

94



1114 info.log

|
( )L ID IP :
1P : : 1
(1970/01/01 00:00:00(UTC))
Note
[
main: ### START ###(argv=[/home/virusgw/virusgw xxx --daemon --http -f
conf/virusgw.ini ],ver=[ 1.pid= ID)
main: entering daemon mode. (daemon pid=4923)
( )
main:entering debug mode...
main: accept_loop(sock= ,pid= ). Starting to accept
connection on each proxy process.
[

main: ### STOP ### (ver=[ 1. pid= ID, sig=15[SIGTERM])
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main:signal_handler(sig=15[SIGTERM], errno=0[Success], code=0[SI_USER],
status=0[], pid=xxxx, uid=0)/cur_pid=xxxx

SIGTERM
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is_alivesocket:recv=XXX, Client closed connection. Client may be cancel the
session. url=[YYY], elasped=TTTms

TTT

is_server_alivesocket: select(s=AAA):ret=BBB,cur_ pid=CCC: Server closed
connection while transaction. There may be timeout on the server because of
no traffic. (elasped=TTTms)

TTT

sendfile canceled: n=AAA, written=BBB, filelen=CCC writesize=DDD

sendfile BBB CccC
DDD

http_forward_response_storeforward_trickle_send: sendfile canceled:
ret=AAA, tmpfile offset=BBB, bytes=CCC: errno=xxx(xxx)

trickle
AAA sendfile BBB ,
CCC DDD

file uploading is interrupted by client.

HTTP

From: %s:%d(%s) To: %s:%d(%s) Message-ld: %s Infected: %d VirusName: %s
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SMTP "From: : (
"To: : ( )" "Message-Id:

"Infected: (0] )" "Virusname:

ERROR DATAEND url=[XXX] buf=[YYY]

SMTP DATA XXX

Access Denied from [ : 1

Access Denied to [ : 1

read extra CRLF for POST method

Internet Explorer POST

CRLF

( : Microsoft Knowledge Base 823099

Extra CRLF Character Is Added to a POST Request That Is Sent to an HTTP 1.1 Server

CRLF

http://support.microsoft.com/default.aspx?scid=kb;en-us;823099&Product=ie600 )

ERROR Reply(DATA) url=[%s] buf=[%s]
ERROR Reply(DATAEND): url=[%s] buf=[%s]
ERROR Reply(MAIL): buf=[%s]

ERROR Reply(RCPT): buf=[%s]

ERROR Reply(AUTH): buf=[%s]

ERROR Reply(QUIT): buf=[%s]

%
D"

YYY
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SMTP

buf=xxx

SMTP

(DATAEND
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11.2 logconv

logconv
logconv
# Ihome/virusgw/misc/logconv [ ]
(Windows ”[home/virusgw/misc/logconv.exe” )
|
--tail [num] [num]
--tailsec [sec] [sec]
--cgi CGl
--today
--noconv
-r
--tail <num>
logconv 2GB head tail
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11.3 syslog

syslog
(/home/virusgw/conf/virusgw.ini)
access_log=| ( )
detect_log=| ( )
info_log=| ( )
error_log=| ( )
SMTP syslog localO err
/home/virusgw/conf/virusgw.ini [smtp]
[smtp]

detect_log=|logger -t virusgw -p localO.err

error_log=|logger -t virusgw -p localO.err

[smtp]
detect_log=|tee -a log/smtp/detect.log | logger -t virusgw -p localO.err

error_log=|tee -a log/smtp/error.log | logger -t virusgw -p localO.err

(rc.virusgw_smtp)
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114

115

webalizer
webalizer cron
updateWebalizer.pl

«C )

[etc/logrotate.d/virusgw

fetc/cron.d/virusgw.cron
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12.

/home/spool/virusgw/quarantine

103



13.

13.1
rpm
IPv4(RFC791) / TCP(RFC793)
HTTP, FTP, SMTP, POP
HTTP GET/POST/PUT
HTTP GET/POST/PUT/HEAD/CONNECT/OPTIONS,/DELETE/TRACE/PROPFIND/PROP
PATCH/COPY/MOVE/LOCK/UNLOCK,
CONNECT(SSL/HTTPS)
HTTP http:// ftp://
HTTP HTTP/1.0(RFC1945), HTTP/0.9(RFC1945), HTTP/1.1 (RFC2616),
WEBDAV(RFC2518)
(HTTP/1.1 HTTP/1.0 )
HTTP HTTP (Basic)
HTTP
HTTP URL 2098
SMTP DATA
SMTP MAIL/RCPT/DATA/RSET/VRFY/EXPN/HELP/NOOP/QUIT/XFORWARD/
AUTH
SMTP SMTP(RFC 2821), SMTP Auth(RFC2554)
SMTP SMTP Auth(PLAIN, LOGIN), POP before SMTP
SMTP 2,000,000,000
POP RETR/STOR
POP USER/PASS/APOP/UIDL/TOP/STAT/LIST/RETR/DELE/NOOP/RSET/QUIT/
AUTH,
APOP [ ]
POP POP3(RFC1939), POP3 Auth(RFC1734)
APOP [ ]
POP (USER )
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POP 2,000,000,000
FTP RETR/STOR/STOU/APPE
FTP USER/PASS/RETR/LIST/NLST/STOR/STOU/APPE/QUIT/PORT/PASV,
FTP FTP (RFC959)
FTP (USER )
FTP
2GB ( 2GB )

ZIP, ARJ, LZH, CAB, RAR, TAR, GZIP, BZIP2 / 6

(SEMMS): 250

(SEMMNI): (http,smtp, ftp,pop,admin)
( /25) + 10
(SHMMNI): (http,smtp,ftp,pop,admin) 10
(SHMMAX): (http,smtp, ftp,pop,admin) 1MB

105



13.2 HTTP

HTTP
] GET
Linux (0.0.0.1) HTTP (httpserver,0.0.0.2)
TCP connect(to: 0.0.0.1:9080)
_____________________________ >
GET http://httpserver/index.html HTTP/1.0...
————————————————————————————— > TCP connect(to: 0.0.0.2:80)
_____________________________ >
GET /Zindex.html HTTP/1.0...
_____________________________ >
HTTP/1.0 200 OK...
oo I e e
HTML
P oo e e e o e e e e
( )
HTTP/1.0 200 OK. ..
e
HTML
[ o o o — — — — = ————
- POST ( )
Linux (0.0.0.2) HTTP (httpserver,0.0.0.2)
TCP connect(to: 0.0.0.1:9080)
_____________________________ >
POST http://httpserver/post.cgi HTTP/1.0...
_____________________________ >
_____________________________ >
( )
TCP connect(to: 0.0.0.2:80)
_____________________________ >
POST /post.cgi HTTP/1.0...
_____________________________ >
_____________________________ >
HTTP/1.0 200 OK...
Eommmm e I e e
HTML
P oo e e o o e o e e
( )
HTTP/1.0 200 OK. ..
[ o o o — — — — = ————
HTML
A —
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- GET

Linux (0.0.0.1) HTTP (httpserver,0.0.0.2)
TCP connect(to: 0.0.0.2:80)
_____________________________ >
GET /index.html HTTP/1.0...
————————————————————————————— > TCP connect(to: 0.0.0.2:80)
_____________________________ >
GET /Zindex.html HTTP/1.0...
_____________________________ >
HTTP/1.0 200 OK...
P oo e e o e e e o e
HTML
SN o ————
( )
HTTP/1.0 200 OK. ..
e e e .
HTML
RS — ——
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13.3 SMTP
SMTP

Linux (linuxgw, 0.0.0.1) SMTP (smtpserver, 0.0.0.2)
TCP connect(to: 0.0.0.1:9025)
————————————————————————————— > TCP connect(to: 0.0.0.2:25)
_____________________________ >
220 smtpserver ...
220 linuxgw - .. o
e —
EHLO client
————————————————————————————— > EHLO Iinuxgw
_____________________________ >
250-smtpserver ...
250-smtpserver. .. e e L C e
A —
MAIL FROM: <fromuser@fromdomain>
————————————————————————————— > MAIL FROM: <fromuser@fromdomain>
_____________________________ >
250 ok
250 ok o
S —
RCPT TO: <touser@todomain>
————————————————————————————— > RCPT TO: <touser@todomain>
_____________________________ >
250 ok
250 ok o
A —
DATA
_____________________________ >
354 Enter mail
RN o — — — — ——
( ) R
_____________________________ >
( )
DATA
_____________________________ >
354 Enter mail
P oo e e o o e o e e
_____________________________ >
250 ok
250 ok S e E P P e e P e e
(R o o o = — — — — — ——
QUIT
_____________________________ >
QUIT
_____________________________ >
221 smtpserver
221 smtpserver e e L L C e
A —
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Linux (linuxgw, 0.0.0.1) SMTP (smtpserver, 0.0.0.2)
TCP connect(to: 0.0.0.2:25)
————————————————————————————— > TCP connect(to: 0.0.0.2:25)
_____________________________ >
220 smtpserver ...
220 linuxgw ... S et
. o o
EHLO client
————————————————————————————— > EHLO Tinuxgw
_____________________________ >
250-smtpserver ...
250-smtpserver ... e e e Tt
e e e .
MAIL FROM: <fromuser@fromdomain>
————————————————————————————— > MAIL FROM: <fromuser@fromdomain>
_____________________________ >
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13.4 POP
POP

Linux (linuxgw,0.0.0.1) POP (popserver, 0.0.0.2)
TCP connect(to: 0.0.0.1:9110)
_____________________________ >
+0K linuxgw starting
S —
USER user@popserver
————————————————————————————— > TCP connect(to: 0.0.0.2:110)
_____________________________ >
+0K popserver
SN o ————
USER user
_____________________________ >
+0K
+0K ettt
[ o — — —— ————
PASS password
————————————————————————————— > PASS password
_____________________________ >
+0K
+0K ettt e e e e
[ o — — —— ————
LIST
————————————————————————————— > LIST
_____________________________ >
1 1000
1 1000 N
| R S ——
RETR 1
————————————————————————————— > RETR 1
_____________________________ >
Foomooo e e e e e e e e e e
( )
[ o o o — — — — = ————
RSET
————————————————————————————— > RSET
_____________________________ >
+0K
+0OK et e e e e
[ P S R . — — — — — — — — — — — — — — ——
QUIT
————————————————————————————— > QUIT
_____________________________ >
+0K
+0K ettt e e e
[ P S R — — — — — — — — — — — — — — ——
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Linux (linuxgw,0.0.0.1) POP (popserver, 0.0.0.2)
TCP connect(to: 0.0.0.2:110)
————————————————————————————— > TCP connect(to: 0.0.0.2:110)
_____________________________ >
+OK ... popserver
+0OK ... popserver et
. o o
USER user
————————————————————————————— > USER user
_____________________________ >
+0K
+OK ... SRR SRS SRS aaaas
. o o
PASS password
————————————————————————————— > PASS password
_____________________________ >
+0K
+0K S e
. o o
( )
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13.5 FTP

FTP FTP
] FTP
Linux (linuxgw, 0.0.0.1) FTP (ftpserver, 0.0.0.2)
TCP connect(to: 0.0.0.1:9021)
_____________________________ >
220 virusgw at linuxgw
[ o — — —— ————
USER user@ftpserver
————————————————————————————— > TCP connect(to: 0.0.0.2:21)
_____________________________ >
220 ftpserver
Eommme e e e
USER user
_____________________________ >
331 Password required
331 Password required e e et
e
PASS password
_____________________________ >
PASS password
_____________________________ >
230 User logged in.
230 User logged in. e e e e et
R . o e o e o e o e o e o e
PASV
_____________________________ >
PASV
_____________________________ >
227 Entering Passive Mode (0,0,0,2,0,2)
N S S VR
227 Entering Passive Mode (0,0,0,1,0,1)
(R | o o = — = —

TCP connect(To: 0.0.0.1:1)
>

TCP connect(To: 0.0.0.2:2)
>

150 Opening data connection.

B A O S o S o O S o S o
150 Opening data connection.
(R | o o — — — — — — — — = = o = —
<
( )
<
TCP close
TCP close. <
<
226 Transfer complete.
226 Transfer complete. S
[ o — — —— ————
QUIT
————————————————————————————— > QUIT
_____________________________ >
221 Goodbye.
221 Goodbye. S
(R o o — — — — — — — — = — ——
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FTP

(0.0.0.3) Linux
TCP connect(to: 0.0.0.1:9021)
_____________________________ >
220 virusgw at linuxgw
R o — — —— ————
USER user@ftpserver
_____________________________ >
331 Password required
A —
PASS password
_____________________________ >
230 User logged in.
A —
PORT 0,0,0,3,0,3
_____________________________ >
200 PORT command successful
[E R . o e e o e o e o e o o e

TCP connect
(From: 0.0.0.1:20 To: 0.0.0.3:3)
<

150 Opening data connection.

e
(
<
TCP close.
<
226 Transfer complete.
A —
QUIT
_____________________________ >
221 Goodbye.
A —

(linuxgw,0.0.0.1) FTP

(ftpserver, 0.0.0.2)

TCP connect(to: 0.0.0.2:21)

_____________________________ >
220 ftpserver

P oo e e o e e e e
USER user

_____________________________ >
331 Password required

Eommme e e e
PASS password

_____________________________ >
230 User logged in.

SN,
PORT 0,0,0,1,0,1

_____________________________ >
200 PORT command successful.

. e

TCP connect
(From: 0.0.0.2:20 To: 0.0.0.1:1)
<

150 Opening data connection.

TCP close
<
226 Transfer complete.
Eommme e I e
QUIT
_____________________________ >
221 Goodbye.
SN,
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- FTP

Linux (0.0.0.1) FTP (ftpserver, 0.0.0.2)
TCP connect(to: 0.0.0.2:21)
_____________________________ >
TCP connect(to: 0.0.0.2:21)
_____________________________ >
220 ftpserver
P oo e e e o e e e e e
220 ftpserver
R — ——
USER user
————————————————————————————— > USER user
_____________________________ >
331 Password required
331 Password required S
RS — — —
PASS password
_____________________________ >
PASS password
_____________________________ >
230 User logged in.
230 User logged in. S e
A —
PASV
_____________________________ >
PASV
_____________________________ >
227 Entering Passive Mode (0,0,0,2,0,2)
oo oo e e e e e e e e e e
227 Entering Passive Mode (0,0,0,1,0,1)
N o  — — — — — — ——

TCP connect(To: 0.0.0.1:1)
>

TCP connect(To: 0.0.0.2:2)
>

150 Opening data connection.

150 Opening data connection.
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- FTP

(0.0.0.3) Linux (linuxgw,0.0.0.1) FTP (ftpserver, 0.0.0.2)
TCP connect(to: 0.0.0.2:21)
_____________________________ >
TCP connect(to: 0.0.0.2:21)
_____________________________ >
220 ftpserver
P oo e e e o e e e e e
220 ftpserver
R — ——
USER user
————————————————————————————— > USER user
_____________________________ >
331 Password required
331 Password required S
RS — — —
PASS password
————————————————————————————— > PASS password
_____________________________ >
230 User logged in.
230 User logged in. S
R — — — —
PORT 0,0,0,3,0,3
————————————————————————————— > PORT 0,0,0,1,0,1
_____________________________ >
200 PORT command successful.
| YV
200 PORT command successful.
A —
RETR /Ffile
————————————————————————————— > RETR /file

TCP connect
(From: 0.0.0.2:20 To: 0.0.0.1:1)

<
TCP connect
(From: 0.0.0.1:20 To: 0.0.0.3:3)
<
150 Opening data connection.
. e
150 Opening data connection.
R . o e o e o e o e o e o e
( )
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13.6 HTTP

HTTP

(/home/virusgw/conf/template_http_error._html)

503

Service Unavailable

(=) 13.12

(98 )

400

Bad Request

Too long Request Method

( 0x20

400

Bad Request

Illegal method character

[ ] URL

URL (2098 )

414

Request-URI Too Long

Request-URI Too Long

m URL

( 0x20

400

Bad Request

Illegal URL character

[ URL

URL

400

Bad Request

Invalid URL format

HTTP (98 )

400
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Bad Request

Too long Request Version

HTTP "HTTP/1.0" "HTTP/1.1" ""(HTTP/0.9)

505

HTTP Version Not Supported

Only support HTTP/0.9, HTTP/1.0, HTTP/1.1

407

Proxy Authentication Required

Proxy Authentication Required

Proxy-Authenticate: Basic realm="input proxy user/pass"
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13.7 HTTP
HTTP

"HTTP/1.1"

—~

e Connection

Connection

"HTTP/1.0"
URL

: http://xxx:yyy/aaaliii/luuu => /aaaliii/uuu )

Keep-Alive Connection: Keep-Alive

e  Proxy-Connection
Proxy-Connection
e Via

Via: 1.0
Via

) X-Forwarded-For

X-Forwarded-For: P

X-Forwarded-For

o Keep-Alive
Keep-Alive
e Trailer
Trailer

e  Proxy-Authorization
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"HTTP/1.1" "HTTP/1.0"

Connection
Connection

Keep-Alive
Connection : Keep-Alive

Proxy-Connection
Proxy-Connection

Proxy-Support
"WWW-Authenticate"

Proxy-Support : Session-Based-Authentication

("Proxy-Support: Session-Based-Authentication” NTLM
RFC-4559 )
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13.8 SMTP

SMTP Linux
Linux
[ 1( )
(' :500 Unknown Command: "TEST" (F-Secure/virusgw_smtp/230/gwdev.gw.f-secure.co.jp))
mDATA
354 Enter mail
250 Message accepted for delivery
554 SENDBACK:smtp errorfCOMMAND] (Server Reply: XXX)
(COMMAND) (XXX)
COMMAND  RSET/MAIL FROM/RCPT TO
250 Message accepted for delivery
554 Too long message
block_messagesize/block_message_len
2,000,000,000
554 Infected by [ ]
]
421 server open error( : ) errmsg=[XXX]

ERRMSG 13.12

421 Cannot get correct greeting message from mail server( : ). return code=DDD

SMTP
220

SMTP

120



500 Too long line

9999

mHELO, EHLO, AUTH, QUIT, RSET

500 Authentication Required"

-POP before SMTP SMTP
-LAN
mHELO/EHLO
421 (COMMAND) disconnected from ( : )
COMMAND
COMMAND HELO EHLO
mMAIL
501 Syntax error ("MAIL FROM:").
MAIL (FROM )
mRCPT
500 RCPT command must begin with "RCPT TO:.
RCPT (TO )
250 Recipient ok"
mAUTH

504 this mechanism not available

(PLAIN,LOGIN )

235 ok authed

Linux SMTP SMTP
SMTP

535 authorization failed

Linux SMTP SMTP
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SMTP

500 disconnected from server(AUTH).

500 Unknown Command: "COMMAND"

(COMMAND)
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13.9 SMTP

SMTP
[ ] "F-Secure/virusgw_smtp/
Noio "product_name="
-
1
2
: 421 server open error([ 10 1) errmsg=[
]
(=] 13.12
220
220 [ 11 ]
-
11 9998
500 Too long line ([ D

2 HELO, EHLO, AUTH, QUIT, RSET

POP before SMTP SMTP

LAN

500 Authentication Required ([ D

3 1,2
mHELO
1 HELO [ ]
2
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mEHLO

1 EHLO [ |
2
3
CHUNKING, BINARYMIME, PIPELINING
4 SIZE SIZE (
:2,000,000,000)
5
250-AUTH PLAIN LOGIN
6 [ ]
mMAIL
1
501 Syntax error (MAIL FROM:) ([ D
[ ]
[ ]
mRCPT
1
500 RCPT command must begin with "RCPT TO:" ([ D
2
550 Relaying denied. ([ D
3 [ ]
4
5 [ ]
6 250
mAUTH
1 SMTP
1) 235 ok authed ([ D
1) 535 authorization failed ([ D
(PLAIN,LOGIN )
1) 504 this mechanism not available ([ D
2 SMTP
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mDATA

A WD

1)
2)
3)
4)
1)
2)

3)
4)

5)
6)

1)
2)

3)

4)

5)

6)
7)

8)

354 Enter mail ([ D
( )
554 Too long message ([ D
RSET
250
554 Infected by [ 1([ D
RSET
250
a) 554 :SENDBACK:smtp error[RSET]: (Server Reply: [
(I D
MAIL FROM: [
250
a) 554 SENDBACK:smtp errorfMAIL FROM] (Server Reply: [
D D
RCPT TO: < >
250
a) 554 SENDBACK:smtp error[RCPT TO] (Server Reply: [
D D
[ ] [ ]
DATA
354
a)
Received: from [ 1( IP D
by [ 1 D
[ (RFC822 )]
a) X-Spam-Status: Yes( ) with [ ]
a) X-Virus-Status: infected( ) with [ ]
Data: [ Date ]
a) To: [ ]
a) To: [ To ]
b) Cc: [ Cc ]

D
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9) From

a) From: [ ]
10) Content-Transfer-Encoding: 7bit
11)
12) "¥r¥n ¥r¥n"
13)
14) 250
a)
[ 1
1) RSET
2) 250
a)
3) 250 Message accepted for delivery ([ )i
7 6
DATA
354
1) [ ]
2)
1)
Received: from [ 1( IP D
by [ 1 D
[ (RFC822 )]
2)
a) X-Spam-Status: Yes([ D with [ ]
3)
a) X-Virus-Status: disinfected([ ] from [ ]
4)
a) X-Virus-Status: infected([ D with [ ]
5)
a) X-Virus-Status: clean([ D
8

mRSET/XFORWARD/NOOP/EXPN

1 [ ]
2

3 [ ]

1 500 Unknown Command: "[ I"( D
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13.10 POP
POP

[ ] "F-Secure/virusgw_pop/
Noio "product_name="
-
1 v "
1) -ERR Can't Connect to ( ) errmsg=[
]
[ =] 13.12
2)
[ ]
2
+OK [ ] starting.
-
11 998
-ERR Too long line
2 USER/QUIT
-ERR please use USER command at first.
3 12
mUSER
1 v "
21
1)
a) -ERR Invalid Account Auth.
II@II II#II
1) "@" #"
1)
a) -ERR USER format is USER username@hostname or
username#hostname
b)
2)
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1) -ERR Can't Connect to ( : ) errmsg=[

Q@ 13.12
USER [ ]
[ ]
mQUIT
1
[ ]
[ ]
2 1
+OK Quit
mPASS/APOP/AUTH
1 APOP
1) -ERR Invalid Account Auth.
2
4
POP before SMTP IP
mRETR
1
2
3
4
( )
5
Received from VIRUSGW (RFC822 )
X-Virus-Status  infected([ ] with [ ]
Date [ Date] ( )
To [ To] ( )
Cc [ Cc] ( )
[ ]
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w N - 1

1)

1

1)

1)

Received: from VIRUSGW:

X-Spam-Status: Yes( ) with [

X-Virus-Status: disinfected(%s) from [

X-Virus-Status: infected(%s) with [

(RFC822

]

]

)
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13.11 FTP
FTP

Note

"F-Secure/virusgw_ftp/ /
"product_name="

1)

2)

11 998

mUSER

1)
a)

1)

1)
a)
b)
2)

500 Can't Connect to (

13.12

220 at starting.
g

500 Too long line

USER/QUIT
530 please use USER command at first.

500 Invalid Account Auth.
g
g

) errmsg=[

500 USER format is USER username@hostname or username#thostname
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1) 500 Can't Connect to (

o 13.12
USER [ ]
[ ]
mQUIT
1
[ ]
[ ]
2
221 Quit
mPASY
1 PASV
2
3 227 Entering Passive Mode (XX, XX,XX,XX,yy.yY)
(xx,yy IP )
mPORT
1 PORT (XX, XX, XX, XX,YY,VY)
(xx,yy IP )
2

mRETR/LIST/NLST/STOR/STOU/APPE

1 PASV/PORT
530 please use PORT/PASYV command at first.

2 PASV

1) 530 Invalid Connection Source.
2)

1xX
1)

) errmsg=[
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3 Active

1xx
1)
1)
2)
5 LIST/NLST
6
7
-
1 [
2
3

530 Cannot connect client

530 Infected by [ ]
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13.12

CONNECT( : )/connect error: [ 1
IP
Linux connect() " "
connect()

Connection refused
Connection timed out
Network is unreachable

CONNECT( : )/connection timeout(>$1 sec)
($1)
("connect_timeout=yes ,
connect_timeout_sec=nnn")

CONNECT( : )/connect canceled

CONNECT( : )/hostname lookup error: [ 1

Linux(glibc)  gethostbyname()
gethostbyname()
Unknown host
Host name lookup failure

(DNS DNS
Linux nslookup
)
Unknown server error DNS
No address associated with name IP
CONNECT( : )/Access Inhibited by Proxy(VIRUSGW)

( )
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13.13

virusgw_admin
F-Secure

virusgw_http
HTTP

virusgw_smtp
SMTP

virusgw_pop
POP

virusgw_Fftp
FTP

Linux (Linux
TLAS TLAS
HTTP
(fsavd)

fsavd-socket-0

SMTP

(fsavd)

fsavd-socket-0

POP

(fsavd)

fsavd-socket-0

FTP

(fsavd)
fsavd-socket-0

)

500KB

500KB

500KB

500KB

UNIX

UNIX

UNIX

UNIX
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fsavd

(http, smtp, pop, ftp)
CPU  ( 2 ( 1CPU 2 2CPU 2 4CPU 4 )

1 50MB

fsasd

40MB
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13.14

http://www.f-secure.co.jp/v-descs/virusindex.html

"VIRUSGW/"

VIRUSGW/POLICY_FORMAT_MIME_BOUNDARY
boundary
( " Ox1f Ox7f

VIRUSGW/POLICY_FORMAT_MIME_FILENAME
filename
( : Ox1f (Ox1b )

VIRUSGW/POLICY_BLOCK_ENCRYPTED
(

VIRUSGW/POLICY_BLOCK_SCRIPT
HTML (

VIRUSGW/POLICY_BLOCK_ACTIVEX
ACTIVE-X HTML (Active-X

VIRUSGW/POLICY_BLOCK_PARTIAL_MESSAGE
(

VIRUSGW/POLICY_BLOCK_MAXNESTED

(

(block_maxnested=yes))

VIRUSGW/POLICY_BLOCK_SCANTIMEOUT

(

(block_scantimeout=yes))

VIRUSGW/POLICY_BLOCK_MESSAGESIZE

(

(block_messagesize_len=xxx))

VIRUSGW/POLICY_BLOCK_FILESIZE

(
(block_filesize=yes))

2GB
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VIRUSGW/SPAM_LIST/CUSTOM/( ) )

VIRUSGW/SPAM_LIST/UCE/([ NI )
( )
VIRUSGW/SPAM_LIST/ADVERTISEMENT/( ) ( )
( )
VIRUSGW/SPAM_LIST/HTMLMAIL/( ) ( )
(HTML )
VIRUSGW/SPAM_LIST/VIRUSERROR /( ) ( )
( )
VIRUSGW/SPAM_LIST/ERRORI( ) ( )
( )
VIRUSGW/SPAM_RBL/( )I(RBL ) (RBL N
RBL
RBL
RBL RBL
RBL RBL
VIRUSGW/SPAM_SURBL/( )[(SURBL ) (SURBL N
SURBL
SURBL
SURBL SURBL
SURBL SURBL
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13.15

( )
- ( :VNCQC)
- ( :IRC)
- (VolIP)

7”Catagoriy.Platform.Family””

Category
Adware
AVTool
Client-IRC
Client-SMTP
CrackTool
Dialer
Downloader
Effect
FalseAlarm
Joke

Monitor
NetTool
Porn-Dialer
Porn-Downloader
Porn-Tool
Proxy
PSWTool
RemoteAdmin
RiskTool
Server-FTP
Server-Proxy
Server-Telnet
Server-Web
Tool

Platform
Apropos
BAT
Casino
ClearSearch
DOS
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DrWeb
Dudu

ESafe
HTML
Java

JS

Linux

Lop

Macro
Maxifiles
NAI
NaviPromo
NewDotNet
Palm

Perl

PHP
Searcher
Solomon
Symantec
TrendMicro
UNIX
VBA

VBS
Winl6
Win32
Wintol
ZenoSearch
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14.

141
SMTP

SMTP

14.2 Postfix
Postfix

SMTP
SMTP

25

1% postfix

SMTP
25
SMTP
14 SMTP
SMTP
SMTP

SMTP
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15.

151

HTTP
HTTP CPU
HTTP

CPU

CPU

admin

SMTP
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16.

Copyright (c) 1993-2004 F Secure Corporation. All Rights Reserved.
Portions Copyright (c) 1991-2004 Kaspersky Labs, Ltd.

This product may be covered by one or more F Secure patents, including the
following: B2353372, GB2366691, GB2366692, GB2366693, GB2367933, GB2368233.

doc/
(=} Original Package = URL

tcp_wrappers(libwrap.a)

Original Package: ftp://ftp.porcupine.org/pub/security/index.html
pam_userdb

Original Package: http://www.kernel.org/pub/linux/libs/pam/
zip

Original Package: http://www.info-zip.org/pub/infozip/
BerkeleyDB 1.85

Original Package: http://www.sleepycat.com/download/
SHA-1inC

Original Package: ftp://ftp.funet.fi/pub/crypt/hash/sha/shal.c
Perl-Compatible Regular Expressions

Original Package: http://www.pcre.org/
libaes

Original Package: http://sourceforge.net/projects/libaes/
Digest::Perl::MD5

Original Package: http://search.cpan.org/~delta/Digest-Perl-MD5-1.8/lib/Digest/Perl/MD5.pm
Text::Iconv

Original Package: http://search.cpan.org/~mpiotr/Text-Iconv-1.4/lIconv.pm
jcode.pl

Original Package: ftp:/ftp.iij.ad.jp/pub/11J/dist/utashiro/perl/
JRE (Java(TM) Platform, Standard Edition Runtime Environment)

Original Package: http://java.sun.com/javase/downloads/index.jsp
Apache Tomcat

Original Package: http://tomcat.apache.org/
Apache Myfaces(Myfaces Core / Myfaces Tomahawk)

Original Package: http://myfaces.apache.org/
GNU wget

Original Package: http://www.gnu.org/software/wget/
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Location: “tool/wget” on installation directory
License: GPL
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17.

171

http://www.mubit.co.jp/

17.2

http://www.f-secure.co.jp/

173

03-5390-3553
FAX 03-5390-3650
info@mubit.co.jp

174

WEB

info@mubit.co.jp
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http://www.f-secure.co.jp/

(O

"cd /home/virusgw; make diag"
/home/virusgw/diag.-tar.gz

146



	本製品について
	機能一覧
	機能概要
	機能一覧
	バージョン3.0からの主な改良点
	主な改良点
	スパム検査機能の変更
	定義ファイル更新メニューの変更
	その他の変更


	動作環境
	ハードウェア環境
	対応プラットホーム

	インストール
	パワードブルー850サーバー(B850)へのインストール （PKG形式）
	TLASおよびB660/B666/B770へのインストールインストール（RPM形式）

	動作モードの説明
	「プロキシモード」
	HTTP接続
	SMTP接続
	POP接続
	FTP接続

	「メールサーバ共有プロキシモード」
	HTTP接続
	SMTP接続
	POP接続
	FTP接続

	「透過プロキシモード」

	一般的な設定例
	管理画面について
	電子メールサーバーでウィルス検査を行う
	動作モードの選択
	SMTPのウィルス検査を設定する
	POPのウィルス検出を設定する

	プロキシサーバとして使用する
	動作モードの選択
	HTTPプロキシ設定
	SMTPプロキシ設定
	POPプロキシ設定
	FTPプロキシ設定

	定義ファイル更新

	動作確認
	HTTPの動作確認
	SMTPの動作確認
	POPの動作確認
	FTPの動作確認

	アンチウィルス設定
	簡易表示について
	動作モードの設定
	「HTTP Proxy」設定
	HTTPプロキシを有効にする
	ポート番号
	ウィルス検査を有効にする
	ウィルス検出時の動作
	ウィルス隔離*
	中継サーバの指定*
	最大同時接続数
	アクセス制限（接続元）
	プロキシ認証を行う*
	検査除外ユーザエージェント*
	検査除外ホスト*
	検査除外ファイル名*
	ファイルサイズ*
	リスクウェア検査*
	最大検査時間*
	アップロード検査
	Keep-Alive接続*
	匿名モード*
	DNS逆引き*
	メール通知

	「SMTP Proxy」設定
	SMTPプロキシ
	ポート番号
	ウィルス検査を有効にする
	ウィルス検出時の動作
	ウィルス隔離*
	最大同時接続数
	受信ドメイン制限
	アクセス制限（接続元）*
	プロキシ認証を行う*
	POP Before SMTP
	ActiveX拒否*
	スクリプト拒否*
	メール分割拒否*
	ZIP/RAR拒否*
	ファイル拒否*
	検査除外ファイル名*
	テキスト本文検査*
	HTML全体の検査*
	リスクウェア検査*
	ポート587転送
	最大検査時間*
	匿名モード*
	DNS逆引き*
	メール通知

	「POP Proxy」設定
	POPプロキシ
	ポート番号
	ウィルス検査を有効にする
	ウィルス検出時の動作
	ウィルス隔離*
	POPサーバの任意指定
	認証ユーザ制限*
	最大同時接続数
	アクセス制限（接続元）
	アクセス制限（接続先）*
	ActiveX拒否*
	スクリプト拒否*
	メール分割拒否*
	ZIP/RAR拒否*
	ファイル拒否*
	検査除外ファイル名*
	テキスト本文検査*
	HTML全体の検査*
	リスクウェア検査*
	最大検査時間*
	DNS逆引き*
	メール通知

	「FTP Proxy」設定
	FTPプロキシ
	ポート番号
	ウィルス検査を有効にする
	ウィルス検出時の動作
	ウィルス隔離*
	FTPサーバの任意指定
	認証ユーザ制限*
	最大同時接続数
	アクセス制限（接続元）
	アクセス制限（接続先）*
	検査除外ホスト*
	検査除外ファイル名*
	ファイルサイズ*
	リスクウェア検査*
	最大検査時間*
	DNS逆引き*
	メール通知

	「管理」
	メールアドレス
	メールサーバ
	ポート番号
	プロキシ時SMTPポート

	ライセンス登録
	ライセンスの登録方法
	バージョンアップID
	ライセンスの状態

	メッセージ編集
	メッセージの編集方法
	メッセージの初期化
	プロセスの再起動
	ウィルス検出通知テンプレート

	認証ユーザリスト
	認証ユーザリストの作成
	認証ユーザリストのエクスポートとインポート

	バージョン情報
	プロキシ認証について
	アクセス制御

	定義ファイル更新
	定義ファイル情報について
	手動で定義ファイルを更新する
	自動更新設定について
	プロキシ設定

	スパム検査設定
	スパム検査方法
	スパムデータベース
	スパム検査エンジン (Spam detection engine)
	RBLサーバ
	SURBLサーバ

	SMTPスパム検査設定
	POPスパム検査設定
	メールクライアントでの振り分け

	ログファイル
	ログファイル
	アクセスログ(access.log)
	ウィルス検出ログ(virus.log)
	エラーログ（error.log）
	情報ログ（info.log）

	時刻表示変換ツール（logconv）
	ログの外部出力設定（syslog等）
	ログローテーション
	利用統計グラフ

	隔離ディレクトリ
	製品動作仕様
	動作仕様一覧
	HTTPプロキシのプロトコル処理例
	SMTPプロキシのプロトコル処理例
	POPプロキシのプロトコル処理例
	FTPプロキシのプロトコル処理例
	HTTPエラー応答一覧
	HTTP 要求・応答ヘッダの扱い
	SMTPコマンド応答一覧
	SMTPコマンド動作概要一覧
	POPコマンド動作概要一覧
	FTPコマンド動作概要一覧
	接続エラーメッセージ一覧
	サービスプロセス一覧
	検出名称
	リスクウェア名称

	既知の問題
	サブミッションポート
	Postfixでのプロキシポート25番の使用について

	トラブルシューティング
	電子メールサーバの配送が遅延する

	著作権
	問い合わせ先
	本製品の情報
	ウィルス情報データベース
	購入に関する問い合わせ
	電子メールによるサポート


